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Storage of your digital currency is difficult. The slogan ‘be your own bank’ is deceptive in it’s 
simplistic connotation, and people are rushing in where the wise fear to tread.


 Traditional Systems 

Infrastructure vulnerabilities of regulated exchanges do not enter into the risk calculations of 
typical investors. Traditional trading systems are trusted. 


If you buy $40,000 of AAPL the day before the earnings report is due, there’s no thought the 
exchange might get hacked and your investment will just vaporize.


In the quest for profit and yield, traditional investors only want to expose themselves to specific 
risks. The idea that the infrastructure of trade itself represents a risk is unthinkable.


 HOT - Crypto Exchanges 

As stated by the head of the CFTC, 1/3 of crypto-currency exchanges have been hacked. And 
when that happens, your holdings are gone forever with zero avenues of recourse.


Digital currency held online is called HOT, Meaning it is exposed to attack or theft or loss. 
Think, leaving your wallet on the table in a restaurant as you visit the washroom. It might not be 
there when you get back.


Digital currency in a wallet on an online exchange is HOT. It might not be there when you get 
back. 


Crypto exchanges represent infrastructure risk.


 Cold - Offline Wallet 

Crypto is all about the private key. Where is it? Who has access to it? Smart people hold their 
private key offline, it’s COLD. When they plug it into the internet, it becomes HOT again.


You’ve got a hot wallet.



Cold storage is complicated. Ultimately, it’s only a tactic, and a tactic without a strategy is 
prone for failure. Even COLD wallets may be HOT if they have been tampered with, meaning 
the moment you plug it into the internet your currency is stolen.


  

Disintermediation 

‘Be your own bank’ sounds good, until one realizes how causally it sweeps away decades of 
clear thinking and sturdy infrastructure development.


If replacing over 30 regulatory bodies with a $100 gadget for private keys seems a little risky to 
you, then we’re on the same page.





 	 DBMC


We love Bitcoin, but we don’t follow the pack. In our estimation the level of risk in the crypto-
currency space is, how should we say it, completely out of hand.


You see, the Bitcoin blockchain has never been hacked, ever. The Achilles heel is always the 
hot wallets, the cold wallets or the exchanges or some other form of private key 
mismanagement. The blockchain works 100%. The missing part for complete security is 
strategic private key management. 


DBMC is writing the playbook regarding Strategic Private Key Management (SPKM) with 
sensible, conservative, detail oriented methodologies. Our strategies are not only digital and 
physical they are also conceptual.




  

Re-defining HOT & COLD storage 



 BOILING 

Crypto theft from an exchange wallet is not a matter of ‘if’, it is a matter of ‘when’. 


Our assumption is that it will vaporize and be gone, just a matter of time. 


Fact: over 30% of exchanges have been hacked. 


Crypto in an exchange wallet is BOILING. 


 HOT 

Our assumption is that any internet device which is connected (or intermittently connected) to 
the internet is HOT. 


Again, crypto theft from a HOT wallet is not a matter of ‘if’, it is a matter of ‘when’. 


 COLD 

Seed words, private keys, written down on pieces of paper, or even brain wallets, are all 
extremely weak tactics if not in the context of a tested strategy. 


COLD wallets are close, but not close enough as far as we are concerned. Most of the time 
they hinge on a single point of failure. Which in our estimation is much too risky.


DBMC started buying Bitcoin at $80. In this industry, 5 years of experience makes you a senior 
citizen, we’re proud of our grey and have an impeccable record of success.


 FROZEN 

Frozen is not a word people like to hear regarding their money. Except when it is well 
understood that it means SAFTEY and SECURITY.




DBMC’s proprietary Strategic Private Key Management is a process which makes your private 
key(s) unknown to anyone until such time as you request retrieval. One of our our many 
processes which creates the condition of FROZEN is there are no less than 5 participants 
required to process your retrieval and for each participant there are decryption processes  
which must be accomplished in a particular sequence and with particular timings. We call the 
retrieval process a THAW. This and many other physical and digital layers of protection create a 
state for your private key(s) which is correctly termed FROZEN.


So the next time you hear in the news of this or that wallet fiasco you will be able to say “That 
wouldn’t have happened if it was frozen”.



